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W
hen technology giant  
Apple signed a deal with  
GP record-system provider 
EMIS last year, it barely  

made the headlines – but the move was a 
significant step in a huge data revolution 
currently taking place in the NHS.

Innovations such as this mean that your GP 
could soon know what your bathroom scales 
say, whether you’ve taken any exercise lately 
and your daily blood pressure for the past 
month. With your consent, the data collected 
on your mobile phone or fitness tracker could 
soon be beamed straight to your doctor. 

But while there are benefits to sharing 
health data in this way, many people are 
highly concerned about the security of our 
medical information and how it’s shared.

Whose data is it anyway?
The NHS also plans to share – with your 
permission – your medical details with 
pharmacists, to check your medication. And, 
since 1988, insurance firms – also with your 
agreement – have been able to access your full 
medical records for insurance applications.

In our May survey (see ‘Our research’, p23), 
82% of you said you’re happy for your health 
records to be shared across different NHS 
professionals and organisations – but it’s a 
different story when private companies are 
involved. Six in ten of you, surveyed in June, 
worry about giving away your health data to 
private firms, while half are concerned that 
companies can guess your health information 
by gathering other data when you’re online.

Your health data 
in their hands
The NHS is revolutionising the way it harnesses and shares 
our medical data, so why are so many of us still suffering 
near-misses due to our records not being in the right hands?
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AT A GLANCE

 Patients are experiencing treatment 
errors and near-misses because their 
NHS medical records aren’t being shared

 What is being done about NHS security 
breaches – and should you be worried?

 How the lines between your personal 
data and NHS records are blurring

These boundaries can certainly feel  
murky. Already the privacy watchdog,  
the Information Commissioner’s Office  
(ICO), has written to the insurance industry 
advising it not to abuse its powers by asking 
individuals for permission to see their 
complete medical records, rather than a 
tailored GP report (and so getting access  
to information for commercial gain). 

Poor record-sharing
While all this data wizardry with third 
parties is developing rapidly, you may be 
surprised to learn just how far the NHS  
has yet to go when dealing with your  

medical records within its own organisation. 
In fact, large chunks of the NHS still rely on 
fax machines to transfer copies of what are 
predominantly paper records.

Our June survey of Which? members 
shows that worrying errors or near-misses  
are happening all too often as a result of poor 
record-sharing. Also, in the past two years, 
more than half of you who have seen multiple 
NHS professionals (51%) have attended  
an appointment where the person you needed 
to see held no information about you at all.

The NHS tells us it’s modernising: giving 
you access to your GP medical records 
online, and – in some areas – furnishing  
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Checklist
How you can seize control 
of your health data 

 Access your medical 
records Healthcare 

professionals can show you 

records informally, but under  

the Data Protection Act 1998  

you have a legal right to apply  

– in writing to the relevant health 

provider – for access to all NHS  

or private health information held 

about you. This is called a subject 

access request and you may 

have to pay a fee.

 Control your own data  

Ask your GP surgery for 

access to your electronic records, 

and use online services such  

as booking appointments and 

ordering repeat prescriptions.

Ask to see all letters about  

you, test results and what’s 

written in your records real-time. 

Don’t be afraid to chase test 

results and referrals.

Share your medical 

information with those treating 

you – don’t assume it follows 

you. Consider using website 

patientsknowbest.com to 

manage your care. 

 Check health facts Use 

tools such as patient.info/

medicine to understand your 

medication better, and patient.

co.uk for health conditions.  

NICE carries clinical knowledge 

summaries and best practice  

on common conditions.

 Link up with patients  
like you Website 

patientslikeme.com connects 

patients to one another so that 

they can compare treatments, 

symptoms and experiences. 

Healthtalk.org shares 

information on specific medical 

conditions from patients in a 

similar situation. 

 Read, then decide Review 

the information before 

deciding whether to opt out of 

data-sharing initiatives such as 

the summary care record (a basic 

GP data record to be used in 

emergencies, eg an A&E visit).

you with gadgets such as smartphone heart 
monitors and remote tracking of your vital 
signs. It’s also getting rid of slow and 
antiquated paper record-keeping. 

Many of us can now access our summary 
GP records electronically (see our checklist, 
right), which means we could feasibly rely 
less on the NHS to do the sharing for us.  
The utopian view is that if we all started 
managing our own records online, there’ll  
be less necessity for the NHS to link them  
up for us. The problem is, not everyone  
wants to do this. In fact, of those who know 
about this service and don’t use it, a third 
simply aren’t willing to. 

Systems aren’t joined up
When we see the sophistication of how 
private companies are harnessing data to 
answer far-reaching questions about the 
population’s health, the NHS lags behind. 
It’s hard to believe that – in many areas – 
district nurses won’t be on the same record 
system as the GP whose surgery they work in, 
or even on the same system as other nurses 
involved in your care (see case study, p22). 

The NHS knows it needs to change. Its 
national director for patients and information 
Tim Kelsey recently said that the NHS’s 
reliance on paper records and faxes must end 
and ‘urgent action is a moral imperative’.

NHS data-sharing too slow
Which? has spoken to health professionals 
and thought leaders in this area who  
believe that getting health and social care 
professionals sharing the right records and 
information is not happening fast enough.

For patients with life-threatening health 
problems, better data-sharing can’t come 
soon enough. The current disconnect  
in sharing records between different 
consultants can pose serious medical risks. 

There are pockets of good practice that 
show how well data-sharing can work. In 
Leeds, for example, health and social care 
services are integrating to provide more 
streamlined quality care, and part of that  
is combining digital health records. 

And all of us should also now have a 
‘summary care record’ – the emergency 
information your GP holds that includes 
details, such as allergies and medication, 
that should be available if you have to go  
to A&E. There are plans to extend this so that 
pharmacies can see your medication records 
to avoid the errors and risks associated with 
paper-based prescribing systems. 

Sharing with third parties
For all the potential benefits that data-
sharing brings, many people are still 
concerned that it means losing control of 
their personal data, particularly when it 
comes to data being sold outside the NHS.

This is hardly surprising when you hear 
cases such as the current ICO investigation 
into Pharmacy2U. The online chemist has 
been accused of selling its customers’ sensitive 
data to a marketing agency that counts health 
charities among its clients. Pharmacy2U 
argues that the data was shared with patients’ 
consent as part of a marketing trial.

Selling on medical details is unlawful 
because health data is classed as sensitive 
under the Data Protection Act (DPA). It can’t 
usually be shared unless it’s anonymised or 
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or encryption, these methods don’t work  
on dishonesty or mistakes by insiders.  
It recommended criminal penalties for  
those who deliberately misuse data,  
whether or not it results in harm.

But an NHS that is too cautious in sharing 
because of security fears may be one that is 
slow to do the information-sharing we most 
need when we are sick. Likewise, an NHS 
that doesn’t share research data could 
compromise the development of future 
life-saving treatments.

Technology that harnesses health data 
could help society’s most sick and vulnerable. 
For example, the 100,000 Genomes project  

MEMBER VIEWS

LACK OF RECORD-
SHARING IMPEDES 
SAFE CARE
18 health professionals in eight 
locations on seven record systems

Like many older people, Mrs G  
has heart and circulation problems 
and so sees a variety of medical 
professionals about her conditions.

We made use of Freedom of 
Information requests to discover  
that the 18 health and social care 
professionals looking after Mrs G  
are spread across an incredible  
eight different locations and seven 
separate record-keeping systems. 

This means that her GP’s vital 
records of her medication, allergies 

and ongoing health are on a different 
system to the district nurse. 

In turn, the district nurse is using  
a different system to the nurses that 
Mrs G sees at the hospital. In fact, she 
has attended three hospitals, with  
her health records spread across 
three different systems.

That’s not counting the social 
worker and council carers, who are  
on a different system from the health 
professionals and the home care 
agency (staff leave their records  
on paper in Mrs G’s home).

Jeremy Taylor of National Voices 
(nationalvoices.org.uk), which 
represents health charities, said:  
‘Not sharing records means patients 
are asked the same questions many 
times. It impedes good quality and 
safe care.’

will amass data from 70,000 NHS patients 
with rare diseases or cancer to enable new 
medical research. Hospitals can also use data 
about past patients to predict which people 
are likely to be re-admitted, so that they can 
be targeted with extra care.

Privacy concerns 
The NHS’s Care.data initiative is one such 
scheme that hinges on patient consent for 
data research. Currently on hold until early 
2016 due to privacy concerns, it will link 
your hospital and GP records and allow 
researchers and other bodies providing 
health and social care and ‘promoting  

you consent to share it. Despite this protection, 
seven in ten of you surveyed in May have at 
least some concerns about NHS data security. 
Nearly half of you (47%) surveyed in June 
who have seen different health professionals 
say you have questioned or refused to give 
health information as you were worried  
about its security.

NHS data breaches
We’ve scrutinised the NHS data breaches 
investigated by the ICO and Freedom of 
Information requests by Big Brother Watch 
(BBW). The NHS is the only organisation with 
an obligation to report these serious breaches 
to the ICO, and there hasn’t been a civil 
monetary penalty (a fine of up to £500,000 
for serious contraventions of the DPA) issued 
to an NHS organisation in the past two years.

BBW reported that there were, on average, 
six NHS data breaches a day between 2011 
and 2014. But, if you’re imagining data hacks 
by shady characters, you might be surprised 
to hear that two of the latest NHS breaches 
investigated by the ICO included a confidential 
file being left at a bus stop, and faxes containing 
patient information being sent in error to a 
member of the public – twice.

Research commissioned by the Nuffield 
Council on Bioethics showed that the biggest 
source of data breaches is maladministration, 
including human error. It also concluded 
that, while it is possible to protect against 
computer hacking from the outside using 
methods such as user authentication  

DOCTORS ARE  
IN THE DARK  
ABOUT TREATMENT
Why Susan has to manage her 
daughter’s own health records

Grace (left) is 21  
and has several 
life-threatening 
conditions and a 
gastric pacemaker, so 

it’s vitally important that her care and 
medical records are joined up.

But this hasn’t happened. Grace 
attended A&E and was admitted to 
hospital 12 times in 18 months, each 
time being asked the same questions 
as no records were immediately 
available. Her specialists at other 
hospitals weren’t informed about 
important decisions and treatments. 

Paramedics haven’t had her records 
either, saying the system is too slow, 
even though her GP implemented  
a shared record system.  

To cope, Grace’s mother Susan  
has become her daughter’s records 
manager after poor record-sharing 
systems left even Grace’s doctors  
in the dark about her treatment  
at four separate hospitals, and  
Grace understandably frustrated.

Susan, who works for the  
NHS herself, says: ‘It’s not about 
Grace’s treatment – individual  
doctors and nurses are so caring  
– it’s records and communication.  
After each consultation, I email  
a written summary to each doctor 
involved. I’m fairly savvy, but hate  
to think what would happen if  
I wasn’t so proactive.’
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‘Big Data’ helps prevent 
hospital re-admission
Huge datasets covering all hospital 

admissions in England (HES data) were 

analysed to predict the subgroups of 

patients at most risk of an unplanned 

re-admission to an NHS hospital within 

30 days of discharge. Doctors are often 

unable to predict this, and it can allow 

the hospital to put in preventative 

measures and allocate resources. 

Samaritans stops  
analysing our tweets
The Samaritans used ‘sentiment 

analysis’ to analyse tweets on social 

media site Twitter, to alert friends  

to contact someone who, based on 

what they said, was struggling to cope. 

Some were outraged about intrusion, 

data protection and privacy, and  

it was scrapped in November 2014  

– 10 days after launch. 

HOW HEALTH DATA IS BEING USED
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On Which.co.uk
l Your rights under the Data 
Protection Act: which.co.uk/dpa 
l Detailed guide to online 
privacy and security:  
which.co.uk/onlineprivacy

FIND OUT MORE

 THE BOTTOM LINE
Our research reveals that, while private 

companies forge ahead in using what they know 
about our health, progress on sharing medical 
records within the NHS itself is still too slow. There 
can be serious costs to patients when the NHS doesn’t 
share their medical records between the professionals 
treating them, including medication and treatment 
errors and near-misses. Patients are concerned about 
security but, with many data breaches stemming 
from a system that still relies on paper and faxes,  
this is no reason to hold off implementing a more 
joined-up digital records system.

EXPERT VIEW

SECURITY AND 
PROPER SHARING
Joanna Pearl, Which? principal  
health researcher

Three-quarters of you 
believe that all your 
NHS data should be 
shared internally, but 
that’s not the current 

reality. Too many of you experience 
harm, such as treatment errors or 
near-misses, as a result, through no 
fault of the clinicians involved.

It’s hard to believe that in an age of 
hi-tech connected devices, the NHS is 
routinely relying on the fax machine, 
and the staff who visit the most 
vulnerable in the community are 

Profiled as pregnant  
American retailer Target found that 

analysing customer buying data  

of products such as supplements and 

unscented lotion enabled it to predict 

pregnancy and send customers 

targeted offers. The New York Times 

reported that an irate dad berated 

Target for sending pregnancy-related 

vouchers to his high-school-age 

daughter, but later apologised on 

finding out she was indeed pregnant.

 
Mobile phone tumour link 
In Denmark, vast records of individuals’ 

mobile phone use were combined with 

data from the Danish cancer registry 

and the central population register  

to definitively show no evidence of  

a link between mobile phone use  

and increased brain cancer risk. 

Google predicts flu outbreaks 
Google aggregated our anonymous 

search queries to predict flu outbreaks 

before official reporting, and act 

accordingly. The service was later 

criticised for over-predicting flu 

prevalence and is not currently 

operational. Google is now inviting 

academic research groups to join  

it for predicting future flu trends.

spending precious time transferring 
paper records to electronic systems 
instead of using tablet devices.

There are green shoots of change 
though. In 1988, the Which? annual 
report celebrated our work towards 
the access to medical records bill and, 
almost 30 years later, we’re getting 
closer to controlling our own records 
rather than having to ask to see them.

But our research shows that not 
everyone wants this. So it’s important 
that we are confident of good 
communication between the health 
and social care professionals that 
treat us, starting with our records.

We need to be convinced that our 
data is secure, but above all that it’s 
shared appropriately. Sadly, for people 
with complex health needs, poor 
communication can mean poorer care. 

Other useful contacts
l National Institute for Health 
and Care Excellence (NICE):  
cks.nice.org.uk
l Patients Like Me 
patientslikeme.com 
l Information Commissioner’s 
Office ico.org.uk 

health’ to use the anonymised data to, for 
example, develop sophisticated treatments.

The scheme has already been sharing 
hospital data in this way for some time,  
but was suspended before it could merge  
GP data, amid public concern.

A Health Select Committee denounced  
the sharing that had been happening, which 
concerned Hospital Episode Statistics (HES) 
records of England and Wales. HES is made 
up of about a billion anonymised consultant 
cases from 1998 to 2013, and was sold to 
non-profit and for-profit researchers – 
including three insurance companies.

A review discovered ‘lapses in the strict 
arrangements that were supposed to be in 
place to ensure that people’s personal data 
would never be used improperly’. 

Care.data is now being redeveloped by 
NHS England with assurances of tighter 
privacy controls, including your ability to opt 
out. English care regulator the Care Quality 
Commission has also been tasked to review 
NHS data security. But campaigners are still 
concerned about confidentiality, patient 
consent and trust. Sceptics worry that, despite 
tighter privacy controls, even anonymised 
data could be re-identified and linked back  
to individuals if it’s hacked or breached. 
 
Our research
To understand your views on health data,  
we surveyed 7,526 Which? members in June/
July 2015, and also surveyed 1,332 members 
of the Which? Connect panel in May 2015.


